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MUHUCTEPCTBO HA 3EMEJIEJAETO, XPAHUTE U TOPUTE
M3ITbJIHUTEJHA ATEHITAS IO TOPUTE
PETMOHAJTHA JTUPEKIIUS 110 TOPUTE - KBPIKAJHA

Kppmkamy, yi. “Bacun Jlescku™ Ne 2, m.ko 6600, texn:0361/65450

N N34 320117 A) COU R
JTMPEKTOP HA PETI/IOH AJIHA TAPEKIAS
MO TOPUTE — T'P. KbPIKAJM
Jarx. MATKO MJIAJIEHOB/

Yrespaenu cbe 3anosea Ne PJ10S.x... é ...... 1.0 '7 /. .‘gg”na dupexropa Ha P/I -
Kbpmxann

BBTPEIIIHH ITPABHAA 3A KAACHPHKAILIHAA
HA HHPOPMAIIHSATA

PASIAEA 1
OBIIH ITOAOKEHHS

Ya. 1. Te3u mpaBuAa UMaT 34 €A A YKaXKaT KaK Ce MapKHpa, H3II0A3Ba,
obpaborBa, 00MeHs, ChXpaHaBa H YHHUINIOXaBa HHGOpPMaHaTa, C KOSTO pasIoaara
PATr-KBPIIKAAH.

Ya. 2. [IpueTn ca BB3 OCHOBA Ha 4A. 5, aa. 1, 7. 6 u 7 or Hapenbara 3a
MHHHMAAHH H3UCKBaHHA 32 MpexoBa H nHdopMalponHa curypHoct (Hapenbara).

Ya. 3. [IpaBuaaTa 1IEAST rapaHTHPAHETO Ha AOCTATBHYHA, afcKBaTHA H
MIPOIIOPIIHOHAAHA Ha 3allAaXHTe 3alluTa Ha HH@opMaluara C OrA€[ Ha HeMHara
BaXXHOCT, YYBCTBHTEAHOCT ¥ HA HOPMaTHBHHTE H3HCKBAHUS KbM Hed.

Ya. 4. Kaacuduganmara ce IIpHAara H BbPXY BCHYKH PECYPCH, KOHUTO
ygacTBaT B Chb3ZaBaHETO, 00paboTBaHETO, CBHXPAHABAHETO, IIPEHACHHETO H
VHUIIIOXKABAHETO Ha HH(pOpMaIuaTa, KaTo KBbM TIX TpabBa Oa ce IIpuAarar
TIOAXOAAIIM MEXAaHW3MH 34 3allliTa, CHOTBETCTBAINM HA HACHTH(MUIIHMpPAHHTE

3arinaxm.



Y9a. 5.(1) PAT' - Kepaxkaan HaHacad HHBOTO Ha KaaCH@MHUKAIAATA II0
IOAXOOSAL HaYHH BHPXY JOKYMEHTHpaHaTa HHMoOpMAaIys.

(2) 3a raacuduKkanyaTa HE CE HM3MOA3BAT HHUBATa Ha KaacuMHUKaIIUA 3a
curypHocT Ha uH(oOpManuara or obxBarTa Ha 3aKoHa 3a 3ammTra  Ha
kaacudunupanara uagopMaiud, KakTo ¥ TEXHUAT Tpud.

(3) Mudopmaruara 6e3 KaacmpuKanusa € AOCTBIIHA 3a 000 IToA3BaHe
IpH Cra3BaHe HA CTAHAAPTHUTE IpaBHAa 3a aBTOPCKH IpaBa M KbM HEd HeE Ce
IIpHAaraT MeXaHHU3MH 3a 3alllyTa.

(4) IIpu obMeH Ha uH(poOpMaIUd ce U3Ioa3Ba Kaacudpukarua TLP (traffic

light protocol) ceraacuo npuaoxkenue Ne2 or Hapenbara.
PA3SEA 11
KAACH®HKAIITHMH HA HH®OPMAIITHSITA

Ya. 6.(1) C mnea ma ce rapaHTHpa AocTaTbdHa, aAcKBaTHA H
HPOIIOPIHOHAAHA Ha 3allAaxXHTe 3allluTa Ha MHQOpMAaIuaTa, Ce MpaBH IIpeleHKa
Ha Ba3KHOCTTA U IyBCTBUTEAHOCTTA ¥, KAKTO M HA HOPMaTHUBHUTE U3UCKBAHUA KBM

HEA.

(2) B®3 ocHOBA Ha Ta3W MIpeleHKa HHPOPMAaIUATa Ce Pa3fieAsd B HIKOAKO
Karteropud. KoraTto € IpHAOXKHMO, Ta3H Kaacu(HUKaAIlNg ce€ IIpeHacs U BBbPXY
BCHYKH PECYPCH, KOMTO YIaCTBAT B Ch3/[aBaHETO, 00paboTBaHETO, ChXPAHIBAHETO,
IIPEHACSHETO, PA3IIPOCTPAHEHNETO H YHHUIIOXKABAHETO Ha WHMOpPMAIIHATa, B KbM

TdX ce IpHuAaraT MOoAXOoOdAINH MEPKH 3a 3allUuTa, CbOTBETCTBAIIN Ha 3allAaxXuTe.

Ya. 7. Ilpu obmen Ha wmH(poOpmamms ce usnoasBa TLP (traffic light

protocol)

1.[TLP-RED] — Camo 3a onpefeA€HH IIOAy4YaTeAH: B KOHTEKCTa Ha eJHa
cpellla HanipuMep HHGoOpMAanuara ce orpaHudana 10 IIPHCECTBAIIMTE Ha cpelaTa.

B noBeweTo cAyuau Tasu HHGOpPMAIUS ce IIpegaBa YCTHO HAU AMYHO.

2.[TLP-AMBER] — Orpasn4eHO pa3IIpoCTpaHEHUE: IIOAYIaTEAdT MOXKE a
CIIoAEeAS Ta3Uu MH(pOpPMAIHd C APYTH XOpa OT OpraHU3aly«aTa, HO CaMo aKo € CIIa3eH
OpHHOUIOET "HeoOxXoamMocT naa ce 3Hae'. HecTa OpakKTUKa € HM3TOYHHKELT Ha
uH(popMaUsITa Aa YTOYHH BeAHAra CAe/l MAapKHUpPOBKaTa Ha KOIo MOXe Ja ce
crozeAd HH(pOpMAaILIHaTa HAN a IIPeABHAN OTPaHHYUEHHS Ha TOBA CHoAEAsHe., AKO
MMOAYJATEASIT Ha HHQOpMAIHATa HCKa [a d PpaslIpocTpaHdABa, 3abAXKHTEAHO

TpsibBa Ja ce KOHCYATHpPA C M3TOYHHKA.



3.[TLP-GREEN] - [ITupoka obIIHOCT: HH(OPMAIIHATA B Ta3KM KATETOPHSI
Moxe ja Obae pasnpocTpaHdaBaHA IIHPOKO B pPaMKHTEe Ha AaZeHa OOIIHOCT.
Beupekn ToBa mHGOpMAauusTa He MOXe Aa Obae IIyOAMKyBaHa HWAM IIOCTBAHA B

HHTCPHET, KAKTO ¥ N3HACAHA U3BBH O6H.I,HOCTT8..

4.[TLP-WHITE| — Heorpanu4yeHo: IpeaMeT Ha CTAHAAPTHUTE IIPABHAA 38
aBTOPCKO IIPaBO; Ta3u MH(MpOpMAaIlug MOXKe Ja ce pasmnpocTpaHaBa cBoboamo, 6e3

OrpaHNYICHHA.

Ya.8. B PAI' - KBPIIXKAAHU e wusnbaHeHa OPeNoOpbYHTEAHATA
KaacH(HKAIg Ha HHPOPMAIIHATa H H3UCKBAHHUA KbM HHQOPMAITMOHHUTE H
KOMYHHUKAITMOHHHUTE CHUCTEMH 3a OCHUTYpsSBaHE HA JOCTBI OO0 HHGOpMAIHMATa OT
Hapenbara:

1. "HuBo 0" obxBama oTKpuTa H O00mIOOOCTBIIHA HHGOPMALIAA
(manpumep nybAMKyBana Ha HMHTEPHET CTPAHUINTE); IIPEAIloAara AHOHHMHO
moA3BaHe Ha UHWH(QoOpMalMaTa M AWICA Ha CpeAcTBa 34 3alluTa  Ha
KOH(UAeHIITHAAHOCTTA i; orToBapsa Ha TLP-WHITE;

a. omoBecTsiBaHeTO HA MHGopManus ¢ kaacudpwukaimsa "Huso 0" He e
OI'pPaHUYEHO;

b. H3TOYHHIITE MOraT Ja H3M0A3BaT Kaacudukarus "Huso 0", xoraro
uH(popMaIuaTa HOCH MUHHUMAaACH HAN HUKAKEB IPEABUANM PHCK OT 3A0yIIoTpeba, B
CBHOTBETCTBHE C IIPHACKHUMUTE IIPaBUAA U IIPOIEAYPH 3a IIyOAMIHO OIIOBECTSIBANE;

C. IpH cHa3BaHe Ha CTAHJAAPTHHUTE IIpaBHAA 3a aBTOPCKH IIpaBa
uHpopmMmarua ¢ raacudpuraimua "HuBo 0" MoKe ga ce pasmpocrpaHsBa 6e3
OTpPaHU4YEHUH.

2. "HuBo 1"

a. crnozmeasHeTo Ha wuHGopMmamusg ¢ raacudpwuraimga "Huso 1" e
OT'PaHUYIEHO CaMo [0 fajzicHa obiHocT; otroBapsa Ha TLP-GREEN;

b. M3TOYHHUIITE MOraT fla M3MOA3BAT Kaacudukaiug "Hueo 1", korato
uH(opMaIUgaTa € TII0A€3HA 3a WH(QOPMUPAHOCTTAa HA BCHUYKH y4acTBallM
OpraHH3alllHi, KaKTo U 3a NapTHLROPH OT IIHPOKAaTa OOIIHOCT HAH CEKTOP;

C. IoAy4YaTeAuTe MOoraT Ja CHoAeAdT HHdopMalus ¢ KAacHpHKAIIHS
"HuBo 1" ¢ napTHROPCKH OPraHU3alMHd B PaMKHUTE HA CBOsSI CEKTOP MAH ODIIHOCT,
HO HE M 4Ype3 OOILIEeCTBEHO AOCTHIIHH KaHaAH; WH(POPMAIHITa B Ta3W KATEropHsd

MOXKC fa CC pa3lIpoCTpaHAaBa HIIHPOKO B AaACHA OGI.U;HOCT, HO HE€ Y U3BBH HEA,



d. u3ucKkBaHug KM UH(POPMAIIMOHHHUTE U KOMYHHUKAITHOHHUTE CUCTEMH:

- JOCTBITBT A0 TOYHO OIpeaeAeHN 00eKTH na Obae pa3peliaBaH Ha TOYHO
OIIPE/IEACHH IIOA3BATEAH;

- IIOA3BATEAHUTE 1A Ce HAEHTH(HUIIHPAT, IPEAR A U3II'bAHSIBAT KaAKBHUTO
M [a ca AEHCTBHS, KOHTPOAMPAHHU OT CHCTeMaTa 3a JO0CThII; 3a yCTaHOBSBaHE Ha
HAEHTUYHOCTTa TpabBa [a ce mM30oA3Ba 3alIMTeH MEXaHHM3bM OT THIA
NIeHTU(DHUKATOP/ ITapoAa; HIMA H3HUCKBAHUS 334 JOKa3aTEACTBO 3a HACHTHYHOCTTA
IIpH PETHCTPAITHS;

- ugemTuduIEpamara HH@oOpMalma TpabBa ma Opae 3almTeHA OT
HeperAaMeHTHpPaH AOCTHII;

- MIOBEPUTEAHATA HM3YHMCAHUTEAHA CHCTEMa, T. €. (DYHKIMOHAAHOCTTA Ha
nHGOPMAMOHHATA CHCTEMA, KOSTO YIIPABASIBA AOCTHIIA 10 pecypcure, TpabBa aa
nooabpxka 00AacT 3a COOCTBEHOTO U3IIBAHEHME, 3aluTeHa OT BBHIIHHA
BB3/IECHCTBHS M OT OIUTH A CE CA€IH X0oaa Ha paborara;

- wuHbOpMAIlMOHHATA CHCTeMa TpabBa fa pasmosara C TEXHHYECKH
H/HAH TIPOTPAMHH CPE/CTBA, IO3BOAGBAIM INEPHOAHMYHO [Oa ce IIpoBepsaBa
KOPEKTHOCTTA HAa KOMIIOHEHTHTE Ha JJOBEPHUTEAHATA H3YHCAMTECAHA CHCTEMA;

- ZalMTHHTE MEXaHU3MH TpabBa Ja ca IPEeMHHAAH TeCT, KOHTO aa
MOTBBPAH, Ue HCOTOPU3UPAH IIOA3BATEA HAMA OYEBHAHA BBH3MOXKHOCT Ja IIOAYIH
JOCTBII /IO AOBEPUTEAHATA HU3YHCAHUTEAHA CHCTEMA.

3. "Huso 2"

a. pasnpocTpaHeHneTo Ha uHQopManud ¢ kKaacudpukanusa "Huso 2" €
paspelleHo caMO B PaMKHTE Ha OpraHM3alluuTe Ha yJ4acTHHIMTE, obpaborsailiy,
ChXpaHgBallld HAHM oOMendaim wnH(@opMmarmsaTa; orroBaps Ha TLP-AMBER c
JOITBAHUTEAHO YTOYHEHHE 3a OTPaHMYCHHE Ha JOCTHIIA,;

b. u3TOYHHITHTE MOTAT /A HU3II0A3BaT KAaacudpukamnuda "Huso 2", Koraro
MH(pOpMAIHSITa U3UCKBA 3alTa, 3a Aa 0ble edpeKTUBHO oOMeHeHa, I HOCH PHCK
3a HEIIPHKOCHOBEHOCTTA Ha AWYHHS XKHUBOT, PEIyTaIllaTa HAU OIIEpalllHuTe, aKo CE
CIIOZIeAS U3BBbH CHOTBETHHUTE OPraHU3allaH;

C. IOAyYATEAWTE MOraT Aa cHoAeAdT HHdopMaiHud ¢ KaacHdHuKarusa
"Huso 2" c uaeHOBe Ha COOCTBEHATA CH OPraHU3aIUA MU C IIOTPeOUTEAH HAHW
KAMEHTH, KOHTO Tpsg0Ba Ja ca 3alo3HaTH C Hed, 3a Ja CE 3allUTAT HAH Ja
[IPEOOTBPATAT AOITBAHUTEAHH INETH; H3TOYHUIINTE HMAT IIPaBOTO Aa OIPEdeAsT

JAOIIBAHHTEAHH ITAQHHPAHH I'PAHHITH Ha CIIOACASHETO, KOUTO TpSIGBa Aa ce CIia3Bart,



d. u3HCKBaHWMA KbM HH(POPMAIMOHHHTE M EKOMYHHEAIHOHHHTE
CHCTEMH - B JOII'bAHEHUE KbM H3UCKBaHUATA KBbM [IPEIUIITHOTO HHUBO:

- KaTo MeXaHH3bM 3a IIPOBEpKa HA HACHTHYHOCTTA Jla CE€ H3II0A3BA
YOOCTOBEPEHHE 3a EACKTPOHEH IIOAMHC, HE3aBHCHMO JMHaAH € H3AaZeHO 3a
BBTPEIITHOBE/IOMCTBEHH HYXX/JH B pPaMKHUTEe Ha BBTPEIIHA HHQPPACTPyKTypa Ha
OyOAMYHHS KAIOY, HAM € H3/1a[IcHO OT BBHILUEH AOCTABYHK Ha YAOCTOBEPHTEAHH
YCAYTH;

- IIPH H34aBaHE HA YAOCTOBEPEHHETO H3/laBallHAT OpraH IIpoBepaBa
CBIIECTBEHHUTE JAHHH 334 ANYHOCTTA Ha II0A3BaTeAd, 6e3 fa € HeoOOX0AMMO AMIHOTO
My IIPUCBCTBHE;

- JIOBEPHUTEAHATA U3YHCAMTEAHA CHCTEMA TpsA0Ba [a OCUTYPH peasn3alius
Ha IPUHYOUTEAHO YIIPaBACHHE Ha AOCTHIA A0 BCHYKH O0EKTH;

- JIOBEPHUTEAHATA M3YHMCAWUTEAHA CHCTeMa TpabBa /la OCHIYPH B3aHMHAa
HM30AAITHSI HA IIPOIIECUTE Ype3 pa3/eAsHe Ha aipeCHUTE UM IIPOCTPAHCTBA.

4. "Huso 3"

a. mH(opMmalusa ¢ Kaacudukarmg "HuBo 3" HE € 3a OIIOBECTABAHE H
Pas3IIpPOCTPAHEHHETO § € OrpaHHYEHO caMoO A0 yJacTHHIHTE, obpaborBally,
CbXpaHaBallli HAH obMeHann: nHgopMmarnuara; orroeapa Ha TLP-RED;

b. H3TOYHHIIETE MOTAT Aa H3IOA3BaT Kaacudukaiws "Haso 3", KoraTo
uadopMalaTa He MoXe aa O0pae eeKTHBHO OOMeHsHAa C JAPYTH CTPaHU H O0u
MOTAA [a AO0BEE OO0 BB3ACHCTBHS BbPXYy HEIIPHKOCHOBEHOCTTA Ha AUYHUS XKHBOT,
pEIyTALIMSITA HAY OIl€paLlUTE Ha JaZieHa CTpaHa, ako ¢ Hed 6bae 3a0ynoTpebeHo;

C. TIOAYYATEAHTE HE MOTAT [a CIoAeAdT HHQoOpManud, MapKHpaHa C
"Huso 3", C KOSTO U [a € CTpaHa H3BBbH KOHKpPETHHS 0OMeH, 00paboTKa HAH
CbXpaHEeHHe; OOCTHIBLT [0 uH(popMaluara ¢ KaacHduramya "Huso 3" e
OrpaHHYeH CAaMO [0 AMIIATa, ydacTBal B obpaboTkara i; B IIOBEYETO CAydau
uadopmMalsa ¢ Kaacudukarusg "Haso 3" TpabBa na ce npeaBa AWYHO;

d. uzuckBauuga kbM UKT cucreMuTe - B JOI'bAHEHHE KBM H3HCKBAHHUATA
KBbM OPEIUNTHOTO HUBO:

- KaTo MeXaHH3bM 3a HIACHTU(HKAHS A CE€ H3II0A3BAa €OUHCTBEHO
VIAOCTOBEPEHHUE 3a YHUBECPCAACH €ACKTPOHEH ITOAIIHNC;

- TIpH H3OaBaHEe Ha Y/IOCTOBEPEHHETO [la € rapaHTHpaHa (pusuyeckara
HACHTHUYHOCT Ha AWLIETO;

- JIOBEpPHUTEAHATA HU3YUCAUTEAHA CHCcTeMa TpabBa na Gbae c npoBepeHa

YCTOI>'I‘-IHBOCT KBM OIIHTH 34 IIPOHHKBAHC,



- KOMYHHUKAIHATA MEKAY NOTPeOHTeAd U CHCTEMATA [a CE OCBIIECTBABA
[I0 KPUIOTHPAHH KaHaAM, M3MOA3BalW npoTokoa Transport Layer Security (TLS)
moHe 1.2, KaTO MHHHMAAHATA /bAXKHHA Ha KPHIOTHPANMS KAIOY TpsibBa fa e moHe
256 6ura;

-  [OOBEpHUTEAHATA HSYHUCAHMTEAHA CHCTEMa Ja HMa MEXaHH3BM 3a

pPETHCTPAIHS HA OIHMTH 3a HapylllaBaHe IIOAUTHKATA 38 CUTYPHOCT.

PA3IEA III.
SAKAIOYHTEAHH PASIIOPEZIBH
8§ 1. PeroBomgureauTe u cayzxxureantre B P/ — KbPII2KAAH ca gaBXKHE ga

IIO3HABAT U CHA3BAT pas3lopegduTe Ha Te3M IIPaBHAA.
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